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Abstract. We introduce source coding as a method for compressing in-
termediate Signal Temporal Logic (STL) verdicts in a distributed system
with a centralized monitor. Additionally, we introduce stateful and event-
triggered source coding to further enhance compression. We theoretically
analyze the effects of allocation and aggregation of properties on com-
pressibility, and establish conditions where aggregation guarantees better
compression. Furthermore, we outline an algorithm exploiting logical as-
sociativity laws and property re-arrangement to increase aggregation and
potentially compression. We test our approaches on industry-related STL
specifications and investigate the effects of aggregation and number of
allocated properties under our proposed schemes. We demonstrate that
we can achieve compression ratios up to 5.96 x 10® and 32.4 compared
to raw signals and uncompressed atomic verdicts, respectively.
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1 Introduction

With advances in processing and communication technology, a wide range of
applications for (distributed) cyber-physical systems (CPS) become feasible. Re-
gardless of whether the system is distributed over a large geographical area or
more compact, communication technologies have limited bandwidth. In wireless
systems the available bandwidth is physically limited or subject to licensing fees,
and in dedicated mediums, real-time protocols limit the throughput to provide
specific guarantees [I]. In any case, there is a clear motivation to occupy as
little bandwidth as possible, and save resources for other systems or cut costs.
Many CPSs perform safety-critical tasks, e.g. health-monitoring [7], control au-
tonomous vehicles [29] or operate nuclear power plants [32]. Thus, ensuring cor-
rect operation is of paramount importance in many CPSs. A lightweight method
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to verify whether a CPS is safe and/or performant, is runtime verification (RV)
[2]. In RV, the observable system output is evaluated against a formally defined
specification at runtime to determine whether the system has (or is on track to)
satisfy the specification.

Related work. RV in distributed CPSs is challenging for a number of reasons,
including lack of perfect synchronization, communication delays and partial sys-
tem failures [I6]. Existing work in this area deals with issues related to clock
skew and monitoring algorithm correctness in distributed Linear Temporal Logic
[27] (LTL) monitoring [IT4UT8], Metric Temporal Logic (MTL) [T9121], as well
as STL [25]. Message complexity or communication efficiency is considered in
several works for distributed LTL monitoring algorithms [ABEJGIOIT3ITHITT]. The
proposed communication schemes are explicitly optimized by e.g. only communi-
cating properties that are true [9], only communicating properties whose verdict
has changed since the previous communication time [6], only communicating
information unknown to the receiver [4], strictly communicating the least infor-
mation necessary to reach a verdict [5], or communicating a symbolic view rep-
resenting the possible monitor states given the locally observed information [17].
Importantly, the number of messages and /or message size communicates updates
verbatim and generally scales with the number of monitored atomic properties
or the size of the overall property as seen in [9].

A paper that truly considers compression for STL monitoring is [3], where
the authors perform a Fourier analysis of temporal logic robustness monitors
using Volterra approximations. The authors analyze the impact of specific input
signal frequencies on the output robustness, enabling the application of filters
to discard frequencies which have little impact on robustness computation. This
facilitates monitoring-safe frequency domain compression and the integration
of STL monitoring into standard signal processing tool chains. This approach
is however offline and centralized, and thus does not consider issues related to
runtime monitoring in distributed systems.

Our approach to compression distinguishes itself from existing work, as we
consider an online setting and decouple the message size from the number of
atomic properties or property size, and instead efficiently encode messages based
on their probability of occurrence. This means that our approach is complimen-
tary to existing approaches rather than competing, as it may be applied on top
of existing algorithms.

Contributions: We approach the problem of reducing communication for
monitoring of temporal logic properties (with a focus on Signal Temporal Logic [23]
(STL)) in distributed CPSs using two methods; source coding (an online com-
pression technique), and property allocation/aggregation for better compression.
For simplicity, we assume the existence of a global clock and a fixed centralized
network topology. To encode and compress the partial verdicts, we present 4 vari-
ants of source coding with two conceptual underlying techniques; stateful (and
stateless) source coding, and event-triggered (and periodic) transmission strate-
gies. Furthermore, we theoretically analyze property aggregation in terms of how
it may benefit compressibility for different aggregation operations. Finally, we



evaluate the compression and aggregation synergies in an industry-related case
study [22].

Overview: In section [2] we introduce temporal logic and distributed monitor-
ing preliminaries followed by the system architecture and problem statement in
section [2.3| and compression preliminaries in sections and We introduce
the 4 variants of source coding in section [3]and in section 4] we discuss and ana-
lyze property allocation and aggregation in terms of compression. In section [f| we
empirically evaluate our proposed methods using an industry-inspired Simulink
model of an automatic transmission system and several automatically generated
STL properties.

2 Preliminaries and Problem Formulation

2.1 Past-Time Signal Temporal Logic (STL)

STL [23] is a formal specification language used to express real-time properties
over real-valued signals. For simplicity, we adopt the discrete-time signal model
of [31] and assume that samples are obtained and transmitted with some period
A. Therefore, we can represent the time domain as an interval of integers T =
{0, ..., 2z} where z € N. In this paper, we strictly consider the past bounded-time
fragment of STL (bpSTL), and remark that a future-time STL property can be
transformed to an equivalent past-time property using a pastification procedure
[31]. The past-time fragment of STL is defined by the following recursive syntax

@ =True | ¥ | = | o1 A2 | ©18[,p)¥2 (1)

where ¢P is an atomic property of the form p(y;) ~ ¢ where ~ € {>, <, >, <
,=, %}, ¥ € R™ is the system output vector at time t, ¢ is a constant, — is
the negation operator, A is the logical and operator and 1Sy, 52 is the since
operator, where a,b € N and a < b. The operators in eq. can be used to
construct additional useful operators; the or operator ¢1 V w2 = —(—p1 A —p2),
the once operator (Ojq ) = True S, ), the historically operator (Hi, 5 =
—0jqp79) and the implication operator (@1 — w2 = —p1 V @2). The formal
satisfaction relation is provided in definition |1} s

Definition 1 (STL Property Satisfaction [23]). The Boolean satisfaction
of an STL property is defined using the notation (y,tx) = ¢ indicating that the
system trace y satisfies the property ¢ at time ty, where, k € T :

(y,tx) E True & True

(v, te) Ep(yp) ~c < ply) ~c

(v, te) e & (v, tk) E )

(v, te) E @1 A @2 & (v te) FE o) Ay k) F e2)

(v, te) E e18pnp2 & (F€k—bk—aNT s.t. (v,t) F 2) A (Vi € [1,k](y, ti) | #1)

Based on a property ¢, an efficient monitoring program (referred to as the
monitor) can be synthesized to evaluate the property against a signal trace [2],



or alternatively, a trace of verdicts of atomic properties. The approach of using
verdicts of atomic properties is similar to monitoring Metric Temporal Logic
[21]. For a given signal trace, we denote the verdict of a property ¢ at the k-th
timestep as:

True if (y,te) b= ¢
False otherwise.

Vi(p) = { 2)

We remark that this approach prohibits non-constant interpolation between
sampling points and prevents a more thorough monitoring procedure as present
in some STL monitoring algorithms [SIT2]. Moreover, although we assume a
fixed sampling frequency, our approach is not generally limited to this assump-
tion except for the step in section Furthermore, dealing with aspects of
asynchronocity is out of scope for this paper, since this is an issue related to
monitoring and not communication or compression. We emphasize that our ap-
proach is not limited to synchronous systems, although we assume that the
system synchronized for simplicity.

2.2 Notation

For a sensor s with i = 1,...,q, let P = {@3}?:1 denote the set of arbi-
trary STL properties to be monitored where n’ is the number of properties
to be monitored by s’. The collection of verdicts of the properties in P? at
a given time t; is denoted by Vi (P?). We can represent Vi (P?) as a binary
string, e.g. Vi(P?) = 100011 if |P?| = 6 where the j-th bit corresponds to
Vk(go;) in P* and True = 1, False = 0. We denote a verdict trace over T as
V(p) = Vole), Vi), ..., Vi(¥),...), and define V(P) in the same manner. Fur-
thermore, let V(P?) C BIP'l denote the set of all possible combinations of verdicts
that the properties in P can take for any time ;. When not necessary, we re-
move the sensor i superscript for P and the k subscript from Vj(P) when the
timestep is not important. Later, we treat V(P) as a discrete random variable.
Consequently, we denote the probability of V(P) taking a value v € V(P) as
P(V(P) =wv) or P(v) when brevity is preferred. We can then form the discrete
probability mass function, denoted as f(V(P)). Although we consider V(P) a
single random variable, f(V(P)) is a joint distribution of the verdicts of all
properties in P.

2.3 Assumptions, System Architecture and Problem Formulation

Assumption 1 We assume that the information necessary to evaluate the sat-
isfaction of an atomic property is available at a single sensor.

Assumption 2 We assume that all defined STL properties are well-formed,
meaning that there exists one or more traces that can either satisfy or violate a
given property.



Importantly, assumption [T] allows the sensors to transmit the verdicts of atomic
properties (or potentially aggregated sub-properties) instead of the raw signals.
While assumption [1| restricts the applicability of this approach (e.g. we do no
allow specifying properties such as x +y > 5 if z and y are observed by different
sensors), assumption [2]is mild, and is often assumed in other work [I820].

Two traditional architectures related to orchestration monitoring and com-
pression are shown in fig. {1 (top and middle respectively) in addition to our pro-
posed approach (bottom). In a traditional orchestration monitoring approach
(fig. [1| top), the atomic sub-properties of the global property are allocated to
the sensors, which then transmit the uncompressed verdicts to the centralized
monitor. In a traditional compression setup (fig. [I|middle), sensors compress and
transmit raw signal values, which can then be used as input in a traditional mon-
itoring setup after decompression. Conversely, our proposed approach employs
source coding to compress the verdicts of the allocated properties. Furthermore,
instead of allocating atomic properties for monitoring, we investigate how prop-
erty aggregation and allocation may benefit compression.

Problem Definition and Contribution Overview. We state our overall
goal as reducing the communication necessary to perform distributed monitoring
of temporal logic properties. We approach the overall goal by breaking it into two
sub-problems; a compression problem and an allocation problem :

CP Given a set of properties P to be monitored by a sensor, how can we ef-
ficiently compress the verdicts V(P), for transmission to the centralized
monitor?

AP Given a property ¢ to be monitored by the centralized monitor and a sensor-
to-atomic property mapping, how do we identify the set of properties P to
be monitored by each sensor to achieve good compression, while ensuring
that we can monitor ¢?

We make two key contributions: 1) to address we show how to implement
four variants of source coding exploiting time-varying behavior and bounded
variability (section , and 2) to address we theoretically analyze the ef-
fects of property aggregation and allocation and outline a strategy to increase
aggregation (section. Thus, we do not provide a full solution for but char-
acterize its theoretical foundations. We choose to present the contributions in
this order since the various compression and communication techniques will aid
us in the theoretical analysis of property aggregation. We remark that while the
contributions related to[CP]are generally applicable across monitoring architec-
tures, the contributions related to [AP] are only applicable to the orchestration
monitoring architecture in its current form. The reader is referred to [13] for a
comparison of different monitoring architectures. Next, we provide necessary
background information to understand the proposed compression techniques.
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Fig.1: The conceptual system architecture and data flow for the proposed
method (bottom), traditional orchestration-based monitoring with verdicts
(middle) and a traditional monitoring (top). The notation related to source
coding used in this figure is introduced in section

2.4 Event-Triggered Communication

The term event-triggered communication covers approaches where an event is
used to trigger communication between two entities. In our setup, the system
outputs are sampled at discrete timesteps where the sampled values are used to
incrementally monitor a set of properties locally on a sensor. A change of verdict
constitutes an event, expressed formally as the condition

Vi(P) # Vi—1(P). (3)

2.5 Entropy and Source Coding

Compression refers to the process of finding a shorter length encoding or rep-
resentation of the original data (possibly with a loss of information). We define
the compression ratio (CR) as

Uncompressed size
CR = P

(4)

Compressed size



meaning that a higher compression ratio is preferable. Source coding is the pro-
cess of encoding data for maximum compression based on the Shannon Entropy
(or just entropy). The entropy determines the information content needed to
represent the outcome of discrete random variable on average and identifies the
limit of lossless compression. For a discrete random variable X, the entropy is

defined as:
— > P(x)log, P(x) (5)
rzeEX

where X is the set of possible values that X can take and P(z) is the probabil-
ity of X = z. Furthermore, it follows from eq. that H(X) > 0. A notable
property of eq. is that a uniform distribution maximizes entropy, while an un-

even distribution decreases entropy. Additionally, the joint entropy of 2 random
variables, X,Y is defined by

=Y > P(x,y)log, P(x,y) = H(X) + H(Y|X) (6)

TEX yey
where H(X|Y) ==Y P(y)H(X|Y =y). (7)
yey

Eqgs. @—@ may be extended to an arbitrary number of random variables [10].
Additionally, we note that

H(g(X,Y)) < H(X,Y) (®)

where ¢g(X,Y) is any deterministic function of X, Y. We remark that entropy can
be thought of as a measure of uncertainty, where a larger entropy corresponds
to larger uncertainty. Thus, we may introduce a deterministic variable without
changing the entropy:

H(X,Y,g(X,Y)) = HX,Y) + H(g(X,Y) | X,Y) = H(X,Y) (9)

since H(g(X,Y)|X,Y) =0 when ¢g(X,Y) is any deterministic function of X,Y".

In the context of source coding, the set of possible values X is known as
the source symbols. Given X, we identify codewords (CWs) (bitstrings that
represent specific source symbols) and define a mapping between the source
symbols and CWs, e.g. ¢(xz) = 10111 encodes that X = x. The set of CWs is
called the codebook (CB), denoted as C(X). The length of a CW ¢(z) is given
by the number of bits and is denoted as I(c(x)). The average CW length can
be computed as E; [C(X)] = > cr P(z)l(c(z)). Finally, based on the discrete
probability distribution of X, we can construct an optimal CB and an optimal
mapping from CWs to source symbols such that

H(X) < B [C(X)] < H(X) +1 (10)

using Huffman coding [20]. Due to space constraints, we refer the reader to
[24] for an introduction to Huffman coding. We remark that to properly decode



messages, the transmitter and receiver must agree upon the CB(s) during or
before starting operation.

Later in section [3] we present different communication schemes and source
coding approaches to both compress and reduce communicated source symbols
and in section [@ we utilize the definition of entropy to analyze the impact of
aggregating STL properties on the entropy of their verdicts.

3 Source Coding (CP))

For now, we assume that for every sensor s’, P* has been defined. We return
to the allocation problem in section @] To implement source coding, we must
first identify the set of source symbols V(P). One may be tempted to define
the source symbols as all possible binary combinations of verdicts resulting in
2IP'l source symbols. However, we note that the satisfaction of one property
imposes constraints on the value of the associated signals, which in turn imposes
constraints on the verdict of other properties associated with the same signal(s).
For example, consider the case P* = {x > 10,2 < 5}. Both properties cannot
possibly be satisfied at the same time, thus reducing the size of the set of possible
source symbols.

3.1 Identifying Source Symbols (V(P))

We propose to identify the source symbols V(P) using a Satisfiability Modulo
Theory (SMT) solver [II]. SMT solvers allow the user to input a set of con-
straints, and outputs (if decidable) whether the constraints are satisfiable. Such a
constraint encoding essentially expands temporal operators into disjunctions and
conjunctions over time and has been previously defined for model checking prob-
lems [28]. In our setup, one constraint is produced for every sampling timestep
over the temporal extent of a given property. For example, the following con-
straints are produced by Oy, 47 : V?:a C(pY, ti—;) where ((¢f,tx—;) denotes
the constraints imposed by the satisfaction of ¢} at time ¢;_;. To determine
V(P), we task the SMT solver with evaluating all possible verdict combinations
involving 2/P! tests. For example, for two properties we test if the constraints in-
duced by the following cases are satisfiable: 1 A2, w1 A=pa, =1 Aps, D1 ATps.
The satisfiable cases can then be translated to source symbols, where a 1 repre-
sents the satisfaction of a property, and a 0 represents the violation of a property,
e.g. if 1 A —pa A g is satisfiable, 101 is a valid v € V(P).

If P is large and if the temporal horizons are long, evaluating V(P) may be
computationally expensive. Although the evaluations can be parallelized, there
are other ways or circumventing this issue. One option is to not include temporal
operators with long horizons in the SMT tests and include any possible combi-
nation of satisfaction and violation of the excluded properties as possible source
symbols. Alternatively, the CB may be constructed using all possible |P|? source
symbols. State combinations which are never observed because they are impos-
sible will have a probability of zero, and thus be assigned a long CW. In a truly



online setting, however, the perhaps cleanest way is to employ dynamic Huffman
coding [30], which constructs the CB and adapts source symbol to CW mappings
on-the-fly. This does however incur an overhead whenever previously unobserved
states occur. This approach naturally avoids impossible verdicts combinations
since they are never observed and thus do not become part of the CB.

The SMT encoding in this section is tied to the assumption of a fixed sam-
pling frequency and does not consider signal interpolation. This assumption and
limitation is however also present in other online monitoring algorithms [31].

3.2 Source Coding

In this section, we detail how to implement source coding for distributed STL
monitoring and present two additional techniques (stateful source coding and
event-triggered communication) to increase compression. The additional tech-
niques can be implemented separately or in unison. While our analysis focuses
on the entropy, recall that the entropy and compression are related by eq. ,
i.e. a smaller entropy implies smaller upper and lower bounds in eq. ([10).

Stateless Source Coding. To generate an optimal CB, we need to identify the
discrete probability mass function of V(P), f(V(P)). In practice, f(V(P)) can
be estimated by monitoring traces from a training dataset. Based on f(V(P)),
we employ a CB generation technique and define a source symbol to CW map-
ping using e.g. Huffman coding. Then, at each timestep, the sensors transmit
their encoded verdicts ¢(V(P)) to the centralized monitor, where the verdicts
are used as inputs to monitor the overall property as depicted in fig. [1} This
procedure results in a low-complexity and straight-forward way to apply source
coding to distributed STL monitoring. However, with this approach, we model
the probability of a specific verdict under the assumption of a time-invariant
system. While the time-invariant assumption may be true in some cases, this is
not the case for systems where signals have bounded variability (i.e. are Lipschitz
continuous). Thus, by introducing stateful behavior at the expense of memory,
we may be able to achieve better compression by exploiting time-variability.

Stateful Source Coding. We motivate stateful source coding in Example [}

Ezxample 1. Assume P = {z > 2,z > 5,2 > 10}, and that V;,_1(P) = 100. We
argue that transitioning to Vi (P) = 110 or remaining in the same state is more
probable than transitioning directly to Vi (P) = 111 due to continuity of signals.
Thus, conditioning the next state on the state history likely reduces the entropy,
corroborated by the well-known relation H(X|Y) < H(X). Consequently, we
may achieve better compression indicated by smaller bounds in eq. .

Implementing stateful source coding requires a CB to be identified for each
possible version of the history. Therefore, the number of required CBs scales



with |[V(P)|", where h € Z7 is the length of the history. For this reason, we base
our prediction on a 1-step history characterized by

P(Vk:’U1|Vk,1:®1)...P(Vk:’vm“/k,l:’l)l)
fWi [ Ve—1) = : : (11)
P(Vk :1}1|Vk_1 :’Um) ~~~P(Vk:Um|Vk—1 :Um)

where the Vj, denotes the verdict of V() at time ¢, for brevity and v; € V(P) for
i = 1,...,m. Utilizing the information in f(Vj | Vx_1) to improve compression re-
quires a stateful source coding approach where each state has its own associated
CB and source symbol to CW mapping for the next state. To construct the CB
for a state v, we first obtain the conditional distribution f(V} | Vix_1 = v) from
f(Vi | Vk—1), i.e. sum over each column in eq. . Then, based on f(Vy | Vi—1 =
v), we construct the optimal CB as in the stateless approach. We perform this
procedure for every v € V(P) to define the full set of m CBs. During runtime at
each timestep, the sensors and centralized monitor select the CB(s) correspond-
ing to the previous state(s), and encode/decode the current state(s) based on
the selected CB(s). While employing this stateful source coding approach does
not guarantee an increase in compression (recall that H(X|Y) < H(X)), in our
empirical evaluation in section[5] we find that the stateful approach typically does
increase compression, although the compression gains vary between properties.

Source Coding under Event-Triggered Communication. For seldom chang-
ing verdicts, periodic transmission may convey redundant information. Assuming
that the centralized monitor and distributed sensors are synchronized and agree
on a specific sampling frequency, using the event-triggering scheme in eq. to
trigger message transmission, the centralized monitor can infer that the current
verdict is identical to that of the previous time-step if no message is received. We
note that the event-triggered communication scheme changes the distribution of
the source symbols and should be accounted for to ensure optimal compression.
Fortunately, the event-triggering distribution in both cases can be easily obtained
from the non event-triggering distribution in eq. by setting the probabilities
on the diagonal equal to 0 (i.e. probabilities of remaining in the same state) and
normalizing. For the stateful approach, the conditional distributions are defined
as:

_ . N\ET _ | P(Vi=v1|Vi_1=v;) P(Vik=vm | Vik_1=0:)
f(Vk | Vi1 = Uz) = |:1*P(Vk:'0i Ve_1=v;) " 0... T—P(Ve=uv; | Va_1=0;)

where the 0 entry corresponds to the case where Vi = v;. For the stateless
approach, the distribution becomes:

Sev@nfoy PVe =v1|Vimi =) 77
FV(P)ET = ;
2vev@\fom} P Ve = vm|Vi1 = v)



Then, based on f(Vi|Vie1 = v)FT or f(V(P))FT we can apply stateful or
stateless source coding respectively. This marks the end of our contribution to
address problem [CP] Next, we consider the property allocation problem [AP]

4 Property Allocation (AP)

As entropy determines the limit for compression, we start by theoretically an-
alyzing how property aggregation affects the entropy H(V(P)) in section
Later in section [£.2] we outline the practical problem of identifying possible prop-
erty allocations.

4.1 The Effects of Property Aggregation on Compressibility
We start by motivating property aggregation with an intuitive example.

Ezample 2. Consider the property ¢ = o] V (93 A ¢3) where ¢} = y > 10,
©? =2 < 10,93 = x > 2. By allocating the atomic properties to their respective
sensors we have P! = {p1},P? = {¢p?,¥3}. The set of possible verdicts then
becomes V(P') = {0,1}, V(P?) = {10, 01, 11}. However, we realize that ¢3 A 3
is entirely monitorable by s, so we can aggregate 3,32 and allocate P? =
{p? A @3} instead of P? = {3,032} as knowing V(¢? A 3) is sufficient to
determine the overall verdict. Consequently, V({p% A 3}) = {0, 1}, reducing the
number of possible verdicts and potentially increasing compression.

Example [2[ shows that we can trade off explainability (what sub-property vi-
olation/satisfaction caused the property to be violated/satisfied) for potential
compression by aggregating properties while maintaining monitorability. Before
progressing, we give a brief overview of the contents in this section. Initially,
we focus on how aggregation using binary propositional operators A’ € {A,V}
affects entropy of the aggregated property (similar to the case in example |2,
followed by how aggregation affects the joint entropy of the verdicts of the al-
located properties H(V(P)). Finally, we investigate the effects of aggregation
of temporal operators A! € {O1a,4), Hia,5]» S[a,p)} under stateless and stateful
source coding, as well as event-triggered communication.

Binary Aggregation. In theorem [l we establish conditions for when aggrega-
tion does not increase entropy H(V (y)), and when it strictly reduces entropy.

Theorem 1. Let ¢1APpy denote the application of AP to @1, ps. Then
H(V(p1A%p2)) < H(V ({1, 92})). Additionally, this inequality is strict if (o1 #
@2 and Vv € V({p1,p2}) P(v) > 0) where o1 # ¢ is semantic inequivalence.

Proof. Due to space limitations, we outline the proof here and provide the full
proof in Appendix We can prove H(V (p10°%02)) < H(V({¢1,92})), by ap-
plying eq. . To prove H(V(p1Abps)) < H(V({p1,¢2})), we use the insight
that if the two properties are not equivalent, and for all v € V({¢1, p2})P(v) > 0,
then two or more outcomes of V({y1,p2}) will map to a single outcome of
V(01 Apsy), thus strictly reducing the entropy. O



Corollary 1. Repeated aggregation decreases or maintains entropy for binary
propositional operators. Under the necessary conditions for the strict inequality
in theorem[1}, the decrease in entropy is strict.

Binary Aggregation and H(V (P)). In theorem 2] we establish that binary
aggregation never decreases the joint entropy, and identify conditions for when
it strictly decreases joint entropy.

Theorem 2. Binary aggregation of properties in P never increases H(P). Addi-
tionally, binary aggregation decreases entropy (H(V({p10°¢2,03,...})) <

H(V({¢1,02,03,--1)), if HV ({e1,02}) |V({p14%02,¢3,...})) > 0.

Proof. By introducing ¢ AP, (as per eq. @) and applying eq. @, we have

H(V({@l,wz,sﬁlﬁb%,%, L }) =
HV({p18%0, 05, ..1)) + HV ({01, 02}) | V{1802, 03, ...})).

Since entropy is strictly positive, H(V ({¢1,02}) |V ({e1Ab02,03,...})) > 0,
thus proving that binary aggregation never increases entropy. If

HV ({1,021 | V{1 Alps, 3,...})) > 0, then necessarily

H(V ({1 A%09, 03,..1)) < H(V({p1, 2, 3, ...})), concluding the proof. O

Intuitively, H(V ({¢1,02}) |V ({10%p2, 3, ...})) > 0 implies that knowing

V ({p1%09, @3, ...}) is not sufficient to deterministically infer V ({1, ¢2}). Thus,
a decrease in H(P) depends on what properties are aggregated, and what prop-
erties are in P.

Aggregation of Temporal Operators and their Effect on Entropy. As
described in section [3.2] we may estimate f(V(P)) based on system traces, from
which we can estimate H(P). When estimating the entropy in this manner,
a strict relationship between the entropy before and after temporal property
aggregation cannot be established. We show such a scenario in Example

Ezample 3. Assume V(p1) = (True, False, False, False) and let ¢ = Ojg 1j1.
We then have V(Ojg 1jp1) = (True, True, False, False). Thus, H(V (O 1¢1)) =
1 and H(V(¢1)) = —((1/4)1logy(1/4) + (3/4)logy(3/4)) = 0.81, showing that
temporal property aggregation may increase entropy. Conversely, if V(p1) =
(True, True, False, False), then H(V(Og1jp1)) = 0.81, while H(V(p1)) = 1.
Thus, temporal property aggregation may also decrease entropy.

We note that a similar scenario to the one in example [3| exists for the remaining
temporal operators, however with a notable difference for the 1S4 42 oper-
ator: if H(V({p1,92})) > 1, then aggregation strictly decreases entropy since
0 < H(V(¢1S[ap)2)) < 1, since the entropy of a binary random variable is at
maximum 1. From this point on, we only treat the O, and Hj, operators
and leave further analysis of the S, ;) operator for future work, due to the large
number of edge cases and space limitations.



Despite the potentially poor prospects of aggregating temporal properties un-
der the stateless source coding approach indicated by example @ the Oy, and
H|, ) temporal operators exhibit deterministic behavior and bounded variability
that can be exploited by stateful source coding and event-triggered communica-
tion to reduce increases in entropy.

Conditional Entropy of Unary Temporal Properties. To analyze the
entropy of the O, and Hp, ;) operators under property aggregation for the
stateful source coding approach section we consider the three different cases
depicted in fig. [2| In the following, we only explicitly consider the Oy, ) operator,
but we note that an identical analysis can be conducted for the Hy, ;) operator by
considering the occurrences of V, = 0 instead of V, = 1.

In general the conditional entropy of

V(p) of any property ¢ is given by: Trued o - -
H(Vi|Vi—1) = I_ LL
6 § 10 12 1

False 1 , -
P(V = 0)H(V;|[Vi1 = 0)+ 0 2 14 4
P(V = 1)H(Vk|Vk—1 = 1) (12) True{ — V(¢1)
where P(V = 0) and P(V = 1) are V(Opae1

the probabilities tha.t P(V(p) = 0) or False;)- 5 4 6 8 10 12 1
P(V(¢) = 1) respectively, at any time.

Let T(p) denote the duration in the  True
past needed to evaluate the verdict of
@ at the current time. For example, 1 6 8 10 12 14
T(Op,311) = 3. Time

Assume that T(p) is a multiple of Fig.2: Verdict traces of ¢; and
the sampling interval Ty, and let | = Ojo.5¢1 for case 1 (top), case 2 (mid-
T(p)/Ts+ 1, where [ indicates the num- dle)’ and case 3 (bottom).
ber of samples for the duration T'(¢).

Additionally, let m denote fraction of samples where V(¢) = 1 and let n de-
note the trace length.

Case 1: Any isolated occurrence of V(1) = 1 (referred to as spikes, see red
line fig. [2f (top)) causes V(Ojq5¢1) = 1 to remain true for at least I samples.
In general, if spikes are at least [ 4 1 apart they cause V(Of,4)01) to transition
from 1 to 0, before again transitioning back to 1. We let Hy(p) = —plogp — (1 —

p)log(1 — p) and adapt eq. in eqs. and :

n—Im m Im m
H(Vi(Oy, (O, - H, Mmooy (—) .
(Vi (O1a,5191)[Vi-1(O1a,51)) - b (n—lm) + v\ (13)
— —
P(V=0) H(V,|Vi_1=0) P(V=1) H(V|Vg_1=1)

False =2
0

B
[NCJ —
[

m

HOAenlVems(on) = " () + 20 (14)

where l > 2, n>1l+1and 1 <m < l% The last entropy term in eq. is al-
ways 0, because the verdict is restricted to always transition back to 0 atter tran-
sitioning to 1 (i.e. a spike). In fig. [3| we plot eqs. and and their difference

n—m



for a fixed n, and various values of [ and m. By numerical evaluation, we obtain
the worst-case increase in entropy to be ~ 0.314 bits for the case where [ = 2.
Additionally, we find that for any m, we have H (Vi (Ojq,4)%1)|Vi-1(Ofa,pj01)) >
H(Vi(91)[Vi-1(1))-

— =2 P

10/ |

— =1
=9

= B
Z03 t=19 =)
£02 1 Uit [P S W
&5 = — 1=50,A=10
0.1 1=100,A =2
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Fig. 3: Increase in conditional entropy
for case 1 after temporal aggregation,
for different values of [ and m. Maxi-

Fig.4: Reduction in conditional en-
tropy for case 3 after temporal aggre-
gation, for various values of [, A and

m. End points due to constraints are
marked with dots.

mums are indicated with dots.

Case 2: Due to limitation of space, we provide the specific instantiations of
eq. (12) in section Using numerical evaluation, we find that P(V (¢1)1) >

L o H(Vi(Op 1) [Vio1(Op 1)) < H(Vi(@)|Vioi(21)). However,
we note that the entropy of both the aggregated and non-aggregated scenarios
are nearly indistinguishable with a negligible increase/decrease in entropy.

Case 8: Due to limitation of space, we refer to section for the entropy
expressions. Let A denote the fixed time difference between two isolated occur-
rences of V(1) = 1 which map to the interval where V(O[, 5 %1) = 1. We plot
the decrease in the entropy after aggregation in fig. [4] which clearly shows that
in case 3, the conditional entropy after aggregation is strictly decreased, often
by a significant amount. In addition, [ and A have little impact on the difference
in entropy for the same m.

In conclusion, our analysis shows that aggregating temporal properties may
reduce or increase the conditional entropy depending on the trace of the sub-
property. The trace may however contain variants or combinations of the cases
in fig. [2l making it difficult to draw general conclusions.

Temporal Properties and Event-Triggering. Once again, we analyze the
cases shown in fig.[2] For case 1, both the aggregated and non-aggregated verdicts
will trigger same number of events and for case 2, the number of triggered events
also remains the same. In case 3, temporal property aggregation strictly reduces
the number of triggered events. In conclusion, the number of events triggered



by Oja)¢1 is less than or equal than the number of events triggered by ¢1. An
identical conclusion may be drawn for the Hy, ;) operator.

4.2 Property Allocation Problem (AP)

A property allocation PA(¢) = {P}?_,, is a function which maps an STL
property ¢ to a set containing indexed sets of properties allocated to sensors
1,...,q, respectively. As stated in section we use verdict traces (V(P) =
(Vi(P), ..., Vena(P))) as inputs which requires the allocated properties to be sub-
properties of the original property ¢. To ensure that we maintain monitorability
of ¢, we must also ensure that each sub-property of ¢ is monitored by at least
one sensor.

By assumption [I} every atomic property of ¢ is monitorable by one sensor.
Thus, a simple allocation scheme is to allocate atomic properties to their respec-
tive sensors, which preserves monitorability. We call this property allocation
PAP(p). We can use PAP(p) with any combination of source coding and com-
munication strategies described in section [3.2] However, as we showed in section
PAP(p) is not guaranteed to provide the optimal basis for compression.

Property Allocation with Aggregation and Re-Arrangement. To solve
[AP] we must identify the best compressible property allocation, which is one of
all possible property allocations that maintain monitorability. While a detailed
description of a solution to both these problems are out of scope for this paper,
we briefly outline how such a problem could be addressed.

To identify all possible property allocations, we can exploit the semantics of
STL and the distributivity and associativity laws of the A and V operators, which
can be extended to the unary temporal operators. These laws determine how the
property can be rearranged, while preserving semantic equivalence. As we are
only interested in determining the overall verdict of the property, it suffices to
monitor an equivalent property with sub-properties which are more amenable to
compression or trigger fewer events. We can re-arrange the property such that
sub-properties of the original property which are monitorable by a single sensor,
are as large as possible. For example, ¢ = @%A((H[a’b] ©3)A\p?) can be re-arranged
to (@1 A (Hgp)93)) A @1, indicating that we can allocate P* = {(¢1 AHj,403)}
instead of {H, 4¢3, ¢1 }-

However, as demonstrated in section [4), maximum aggregation does not nec-
essarily correspond to maximum compression. To explore the set of possible
property allocations, the sub-properties only containing atomic properties mon-
itorable by a single sensor may be split or kept as a single property. In section
we provide results for a property allocation scheme which maximizes aggregation
(PA*(¢)) and a version without temporal property aggregation.

5 Experimental Evaluation

Setup and Baselines. To evaluate our proposed approaches, we test them on a
set of STL properties [22] originally used for falsification testing of a Simulink



automatic transmission system (ATS) model. We generate a dataset containing
1024 unique traces using the ATS model and apply PA*(p) (property allocation
with re-arrangement and maximum aggregation) and PA?(y) (atomic property
allocation) and remove duplicate properties and properties which have the same
verdict for all timesteps over all traces. We apply the SMT solver to identify the
set of source symbols V(P?) for all sensors, and monitor the allocated properties
to determine the conditional distribution from eq. for the generated dataset.

We use two baselines as the reference uncompressed size: the original data
size (fig.[I|top) and the size of the raw verdict representations (fig. [[jmiddle). To
compute the original data size, we multiply the trace length with the number of
bits needed to represent each value assuming 32-bit representations for floating
point values, and for discrete signals, we use [log,(u)] bits where w is the number
of different values the signal can take. We compute the size of the uncompressed
verdicts as the number of properties in each P resulting from PA?(y), multi-
plied by the trace length. However, in this case, event-triggered communication
is also employed, if employed in source coding. To refer to specific combina-
tions of reference data size and source coding scheme, we define the function
CR(R,C) which computes the CR (eq. (@) for a given configuration, where
R € {Raw, Ver} denotes the reference data size for the raw data and verdicts re-
spectively, and C € {SL, SF, SLE, SFE} denotes the communication/source cod-
ing scheme where SL is periodic communication with stateless source coding, SF
is periodic communication with stateful source coding, SLE is event-triggered
communication with stateless source coding and SFE is event-triggered com-
munication with stateful source coding. Additionally, we define the degree of

. =y .
average aggregation as PA™(¢) = ) Dl ZPEPA*(¢) > cp [Pml, where
|| is the number of atomic properties and operators in .

Numerical Results. We start with investigating results related to [CP] by com-
puting the compression ratios for all combinations of reference data sizes and
communication schemes. In fig. [f] we show the CR for all tested properties and
configurations. Figure [5| clearly shows that for CR(Raw, -), the largest compres-
sion gains typically come from implementing event-triggered communication,
resulting in CR(Raw, SLE), CR(Raw, SFE) € [428,5960] while CR(Raw,SL) €
[11.9,29.1] and CR(Raw,SF) € [11.9,32.4]. This indicates that relatively few
events are triggered in the traces. However, for CR(Ver, SLE) and CR(Ver, SFE),
the compression gains are often smaller under the event-triggering schemes
(CR(Ver,SLE) € [1.0,2.9] and CR(Ver,SFE) € [1.0,7.1]) than schemes without
event-triggering. This is because event-triggering already compresses the trace
significantly before source coding is applied. Figure[f]also shows that introducing
stateful source coding often increases both CR(Raw, -) and CR(Ver,-) compared
to stateless source coding, although the increase varies between properties.
Figure[|investigates the correlation between the size of P (|P|) and CR(Ver, )
under the 4 presented communication schemes and shows a clear positive cor-
relation between CR(Ver,-) and |P|. Interestingly, the SL and SLE approaches
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tive values mean that PAP(y) results cluded.

in better compression.

achieve a smaller CR for larger |P| compared to the stateful approaches, which
are increasingly preferable as |P| increases.

Next, we present results related to [AP] In fig. [7] we empirically investi-
gate the effects of property aggregation on compression using the uncompressed
verdicts as a baseline. Figure [7] shows that aggregation may result in worse
CR(Ver, -), although the penalty of aggregation is often minor. Conversely, ag-
gregation may also increase CR(Ver,-), aligning with the theoretical results in
section [I.1] Additionally, fig. [7] shows that the benefits of aggregation vary de-
pending on the communication scheme and property, e.g. the SL scheme does
not strictly benefit more from aggregation than the SF scheme. All properties
with negative gains in fig. [7] contain allocations with temporal properties.

The effects of temporal property aggregation are further investigated in fig.
We modify the property allocation such that the immediate sub-properties of the
allocated temporal properties, are allocated instead, and compute CR(Ver,-)
values only for P containing temporal properties. For two of the properties,



aggregation strictly decreases CR(Ver, -) regardless of scheme, while aggregation
increases CR(Ver,-) for the remaining property under SLE and SFE.

6 Concluding Remarks

We have introduced 4 variants of source coding-based compression for distributed
runtime monitoring of temporal logic properties and theoretically analyzed how
property aggregation impacts compression. Additionally, we have outlined a
property aggregation procedure using logical associativity laws. Among the 4
compression variants, two techniques were introduced to enhance compression;
stateful source coding and event-triggered communication, as well as their com-
bination. The proposed methods were evaluated empirically on a set of industry-
inspired STL properties, where compression ratios up to 5.96 x 10® were achieved
compared to raw data transmission, and up to 32.4 compared to raw verdict
transmissions. With raw data, the largest compression gains were associated
with event-triggered communication, while the stateful source coding provided
the largest compression gains against raw verdicts. We also found a positive
correlation between compression ratio on raw verdicts and the number of prop-
erties allocated to a sensor, where the stateful source coding approaches showed
the strongest correlation. Additionally, we empirically investigated the impact of
property aggregation on compression and showed that aggregation often results
in compression gains, and in some cases small negative gains under temporal
property aggregation, aligning with the theoretical analysis.

While our work focused on STL, we conjecture that the core methods pro-
posed can be adapted to other distributed monitoring techniques with finite-
valued monitoring traffic, where we believe source coding is the most generally
applicable. Other future work includes formally defining and verifying a property
aggregation algorithm to maximize compression.
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A Proof of Theorem [I]

We use Lemmal [I] to prove Theorem 1.

Lemma 1. 2 < [V({¢1,p2})| < 4 where o1, @2 are arbitrary well-formed STL
properties.

Proof. Under Assumption 2] 1 and g2 can be both violated and satisfied by
at least one trace. If the two properties have no relation, e.g. the satisfaction of
1 does not restrict o in any way and vice versa, then we have at most 22 = 4
possible combinations which proves the upper bound. If on the other hand we
have that @1 <+ @2, the two properties are equivalent and V({p1, ¢2}) = {00,11}.
Alternatively, it may be the case that —p; — 9 and —ps — 1 and consequently
V({¢1,¢2}) = {01,10}, which concludes the proof. 0

Proof (Theorem , Any STL operator maps a specific verdict combination of its
sub-properties to an aggregated binary verdict. For brevity, let V({¢1, <p2})': =
{fviv € V{1, 02}) Av = V(p1Alps) = True} and V({p1, 02 })* = {viv €
V{1, 02}) Av — V(1A ps) = False} Then, we have

P(V(p1Agy) =1) = Z P(V({p1,p2}) =v),
veEV({pr,02})F
P(V(pr1&p0) =0)= Y P(V({p1,02}) =)

vEV({pr,02})"

Applying the definition of entropy we have:

H(V(p18P¢)) = — > P(v) | log > P(v)
veV({p1,p2})F veV({p1,p2})F
- Z P(v)| log Z P(v)
veV({p1,p2}) ¥ veV({p1,02})¥

For both V({¢1, p2})F and V({¢1, ¢2})¥ we can factor the log terms as follows

log[P(v1) + ... + P(vy,)] = log [P(v1)(1 + P(ve)/P(v1) + ... + P(v,)/P(v1))]
= log P(v1) +log[1 4+ P(v2)/P(v1) + ... + P(vy,)P(v1)],

where n = [V({¢1,02}1)F| or [V({¢1,92})¥| depending on the scenario. For
every term in the sum outside the log, we can factor out the corresponding term
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in the sum inside the log expression, e.g.

P(v1)(log P(v1) 4+ log [1 + P(v2)/P(v1) + ... + P(vy,)/P(v1)])
+ ... + P(v,)(log P(v,) + log [1 + P(v1)/P(vy) + ...]).

Thus, we can factor out the entropy of H(V ({1, 92})) = > pev(p 401 £ (v) l0g P(v)
such that:

H(V(p1A%2)) = H(V({p1,92}))
2vev({enea)\ vy )
— P(v)log(1 + )
UGV({%#&}) : P(v)

Zq;’ v 1,02 DE\{v P(,U/)
_ Z P(U) log(l + EV({y 7;(}’;})) \{v} )

veV({p1,p2}) ¥

(15)

Since the the sum of last two terms on the right-hand side are < 0 in any case, we
have proven H(V(p1A%0s)) < H(V({p1,p2})). To prove the strict inequality,
we must prove that either or both sums inside the log are non-zero. For the
case where [V({¢1,92})| = 2, since @1 # @2, the only option for V({¢1, ¢2}) is
{01,10} as per the proof of Lemma resulting in at least two verdicts in either
V{1, p2})F or V({e1,92})%. Since Vo € V({p1,2}) P(V = v) > 0, the sum
of the last two terms on the right-hand side are negative, thus upholding the
inequality in this case.

For the case where [V({¢1,¢2})| > 2, we see that at least two cases must map
to one of the two binary verdicts, and since Vv € V({p1,p2}) P(V =v) > 0, at
least one of the sums inside the log are > 0 thus upholding the inequality. O

B Conditional entropy expressions for temporal
operators

B.1 Case 2

H(Vi(O0,519)|Ve-1(Opa5j0)) =
n—(l+m) 1 l+m 1
i () ()

n

HVi(@) Vi1 (9)) = ‘mm( 1)+jm(;) an)

n n—m

where [ > 2,n > [+ 1,l+m < n. When [+m > n, we note that P(V (O, ¢) =
1) =1.



B.2 Case 3

H(Vi(Oa,519)|Vi-1(Olap9)) =

n— (Il +mA) 1 l4+mA 1
n Hy (n(l+mA)> L Hy (l+mA)7 (18)

HRVins o) = " (). (19

n—m

where I >2n >0+ A+1,m <n/2and A > 2 is the time difference between
occurrences of V() = 1 which map to the interval where V(Ojq ) = 1.
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